AVPA

Age Verification Providers Association

Chair and Members
Public Bill Committee (Online Safety Bill)
House of Commons,
London, SW1A 0AA
30 May 2022

Dear Chairs and Members of the Committee

Online Safety Bill (supplementary evidence): Virtual Private Networks are not an issue

During the Committee’s witness sessions, concerns were raised at several points that the
use of Virtual Private Networks (VPNs) could circumvent the provisions of the Online Safety
Bill. We want to reassure the Committee that these worries are misplaced.

Without using a VPN, an internet user discloses their Internet Protocol (IP) address which
usually allows websites to know roughly where the user is located. A VPN creates a secure
tunnel to a different location, allowing a user to pretend to be elsewhere, often abroad.

The concern raised was that, if a UK-based user can simply use a VPN to pretend they are
in, for example, the USA, then online services would not apply the requirements of the UK's
Online Safety Bill, such as age verification for pornography.

But it is important to recognise that the new law will not excuse services from
compliance just because a user has a VPN. For example, the requirement is to ensure
children in the UK cannot normally access pornography, and that applies whether or not
they use a VPN, the dark web, or any other, perhaps yet-to-be-invented, technology.

So, services will need to comply with all of the Bill's provisions for any user which they either
(a) know to be in the UK or (b) do not know is NOT in the UK includin all those accessing
services via a VPN.

Netflix, Hulu, Amazon, and the BBC are well-known examples which already aim to block
such traffic altogether. Services can usually spot traffic coming through a VPN and
commercial companies provide VPN spotting to the likes of these video sharing platforms,
financial institutions etc. These services are highly effective. They are also in use by some
AV providers already.

Children could use premium VPNs, but these come at a cost. There will always be
something of a cat and mouse game in preventing VPN access, but so far the services are
generally winning, unless users have plenty of money to pay to evade the controls.

The simple answer for services, of course, is to comply with UK law for all their users, and
apply age assurance whenever itis required to protect children, regardless of their location.
As more jurisdictions legislate for this, that will be come the norm anyway.

Yours sincerely,
lain Corby

Executive Director
Age Verification Providers Association
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